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Keystroke Authentication by the Mahalanobis-Taguchi System
and Discrimination of Unauthorized access
—A Threshold Study of Two Types of Mistakes —
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Although unauthorized access via the Internet and other communication media
has become a crime punishable under law, such crimes are increasing, and tak-
ing security countermeasures is considered important. One security measure is
keystroke authentication, a biometric method that uses features of personal
dynamics that are hard for another person to imitate. The advantage of this
method is that simple and easy user authentication becomes possible just by
adding software. However, a person’s keystroke dynamics can vary greatly,
making it difficult to find features and identify the person. In this study, the

MT system was applied to the evaluation of keystroke dynamics in an attempt

to authenticate a user by using differences between the user’s keystroke pat-

terns and other people’s patterns. As a result, it became possible to identify dif-
ferences in typing skills from pattern distances. The losses from false positive
and false negative authentication and the break-even point of the loss function

were also considered, and threshold values using a digital standardized S/N

ratio were studied.
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